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1. Institute Vision & Mission 
 

      Vision of the Institute 

 

To produce competent professionals who can contribute to the industry, research and societal 

benefits with environment consciousness and ethical Values.  

 

           Mission of the Institute 

 
M1: Adapt continuous improvements in innovative teaching-learning practices and state-of-the- art 

infrastructure to transform students as competent professionals and entrepreneurs in multi-disciplinary fields. 
 

M2: Develop an innovative ecosystem with strong involvement and participation of students and faculty 

members. 
 

M3: Impart National development spirit among the students to utilize their knowledge and skills for societal 

benefits with ethical values. 

           Vision of the Department: 
 

To produce technically competent professionals with quality education in cutting edge technologies with 

professional ethics. 

          Mission of the Department: 
 

M1: To impart quality technical education in design and implementation of IT applications through 

innovative teaching - learning practices 
 

M2: To inculcate Professional behavior, with strong ethical values, and research capabilities. 

 
M3: To educate students to be effective problem solvers with social sensitivity for the betterment of the 

society and humanity as a whole. 

 

Programme Educational Objectives (PEOs): 

 

PEO-I: Demonstrate proficiency in fundamental concepts and advanced technologies of computer science to 

succeed in their careers and/or obtain a higher degree. 

PEO-II: Analyze complex computing problems in multidisciplinary area and creatively solve them. 

PEO-III: Recognize ethical dilemmas in work environment and apply professional code of ethics.
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     PROGRAM OUTCOMES (POs):  

1 
PO1. Engineering knowledge: Apply the knowledge of basic sciences and 

fundamental engineering concepts in solving engineering problems. 

 

2 

PO2. Problem analysis: Identify and define engineering problems, conduct 

experiments and investigate to analyze and interpret data to arrive at substantial 

conclusions. 

 

3 

PO3. Design/development of solutions: Propose an appropriate solution for 

engineering problems complying with functional constraints such as economic, 

environmental, societal, ethical, safety and sustainability. 

 

4 

PO4. Conduct investigations of complex problems: Perform investigations, 

design and conduct experiments, analyze and interpret the results to provide valid 

conclusions. 

5 
PO5. Modern tool usage: Select or create and apply appropriate techniques 

and IT tools for the design & analysis of the systems. 

 

6 

PO6. The engineer and society: Apply reasoning informed by the contextual 

knowledge to assess societal, health, safety, legal and cultural issues and the 

consequent responsibilities relevant to the professional engineering practice. 

 

7 

PO7. Environment and sustainability: Demonstrate professional skills and 

contextual reasoning to assess environmental or societal issues for sustainable 

development. 

8 
PO8. Ethics: Apply ethical principles and commit to professional ethics and 

responsibilities and norms of the engineering practice. 

9 
PO9. Individual and team work: Function effectively as an individual, and as 

a member or leader in diverse teams, and in multi-disciplinary situations. 

 

10 

PO10. Communication: Communicate effectively among engineering 

community, being able to comprehend and write effectively reports, 

presentation and give / receive clears instructions. 

 

11 

PO11. Project management and finance: Demonstrate and apply engineering & 

management principles in their own / team projects in multidisciplinary 

environment. 

12 
PO12. Life-long learning: Recognize the need for, and have the ability to 

engage in independent and lifelong learning. 

       
PROGRAM SPECIFIC OUTCOMES (PSOs): 

PSO1: Apply acquired knowledge of programming languages, data structures, algorithms and standard software 

engineering principles to devise effective solutions for intricate computational issues. 

PSO2: Design and develop efficient web and mobile based applications under realistic constraints. 

           PSO3: Apply core and advanced concepts of database management systems,data mining and machine learning to 

devise engineer solutions for practical problems.
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       2.ACADEMIC CALENDAR 
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3.SYLLABUS:  

                                   CS4101PC: INFORMATION SECURITY 

 
IV-I:CSE 

Course Code Category Hours/Week Credits Max Marks 

CS4101PC Core L T P C CIE SEE Total 

3 0 0 3 25 75 100 

Contact 
Classes:45 

Tutorial 
classes:15 

Practical classes: Nill Total Classes:60 

Prerequisites 

 

     Course Objectives: 

 
 Explain the objectives of information security 

 Explain the importance and application of each of confidentiality, integrity, 

authentication and availability 

 Understand various cryptographic algorithms. 

 Understand the basic categories of threats to computers and networks 

 Describe public-key cryptosystem. 

 Describe the enhancements made to IPv4 by IPSec 

 Understand Intrusions and intrusion detection 

 Discuss the fundamental ideas of public-key cryptography. 

 Generate and distribute a PGP key pair and use the PGP package to send an encrypted e- 

mail message. 

 Discuss Web security and Firewalls 

 

        Course Outcomes: 

 Student will be able to understand basic cryptographic algorithms, message and 

web  authentication and security issues. 

 Ability to identify information system requirements for both of them such as client 

and server. 

 Ability to understand the current legal issues towards information security. 
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MODULE- I 

Security Concepts : Introduction, The need for security, Security 

approaches, Principles of security, Types of Security attacks, 

Security services, Security Mechanisms, A model for Network Security 

Cryptography Concepts and Techniques: Introduction, plain text and 

cipher text, substitution techniques, transposition techniques,  encryption 

and decryption, symmetric and asymmetric key cryptography, 

steganography, key range and key size, possible types of attacks. 

MODULE- II 

Symmetric key Ciphers: Block Cipher principles, DES, AES, 

Blowfish, RC5, IDEA, Block cipher operation, Stream ciphers, RC4. 
Asymmetric key Ciphers: Principles of public key cryptosystems, 

RSA algorithm, Elgamal Cryptography, Diffie- Hellman Key 

Exchange, Knapsack Algorithm. 

MODULE- III 

Cryptographic Hash Functions: Message Authentication, Secure Hash 

Algorithm (SHA-512), Message authentication codes: Authentication 
requirements, HMAC, CMAC, Digital signatures, Elgamal Digital 

Signature Scheme. 

Key Management and Distribution: Symmetric Key Distribution 

Using Symmetric & Asymmetric Encryption, Distribution of Public  

Keys, Kerberos, X.509 Authentication Service, Public–Key 
Infrastructure 

MODULE- IV 

Transport-level Security: Web security considerations, Secure Socket 

Layer and Transport LayerSecurity, HTTPS, Secure  Shell (SSH) 

Wireless Network Security: Wireless Security, Mobile Device Security, 
IEEE802.11 Wireless LAN, IEEE802.11i Wireless LAN Security 

 

MODULE- V 

E-Mail Security: Pretty Good Privacy, S/MIME IPSecurity: IP 

Security overview, IP Security architecture, Authentication Header,  

Encapsulating security payload, Combining security associations, 
Internet Key Exchange 

Case Studies on Cryptography and security: Secure Multiparty 

Calculation, Virtual Elections, Single sign On, Secure Inter-branch 
Payment Transactions, Cross site Scripting Vulnerability. 
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   TEXTBOOKS: 

1. Cryptography and Network Security- Principles and Practice: 

William Stallings, Pearson Education ,6th Edition 

2. Cryptography and Network Security: Atul Kahate, McGrawHill, 3rd 

Edition 

 
 

      REFERENCEBOOKS: 

1. Cryptography and Network Security: CKShyamala, N Harini, 
Dr TR Padmanabhan, Wiley India,1st Edition. 

2. Cryptography andNetwork Security: Forouzan Mukhopadhyay 

,McGrawHill, 3rd Edition 

3. Information Security, Principles and Practice: Mark Stamp,Wiley 

India. 

4. Principles of Computer Security:WM.Arthur Conklin, Greg White 

,TMH 

5. Introduction to Network Security: Neal Krawetz, CENGAGE 

Learning 

6. Network Security and Cryptography : Bernard Menezes, 

CENGAGE Learning 
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4.CO/PO Mapping 

List of course outcomes: 

 

CO# After completion of course, students should able to 

CO1 Enumerate the fundamental principles that underlie network security. 

CO2 Apply asymmetric encryption methods like RSA for secure key exchange. 

CO3 Analyze the role of cryptographic hash functions in ensuring message integrity. 

CO4 
Evaluate the effectiveness of Secure Socket Layer (SSL) and Transport Layer Security (TLS) in web 

security. 

CO5 Design a comprehensive email security solution using Pretty Good Privacy (PGP) or S/MIME. 
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Course  

Outcome 
PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 

CO1 3 - - - - - - - - - - - 
CO2 3 - - - - - - - - - - - 
CO3 2 3 - - - - - - - - - - 
CO4 3 - 2 2 - - - - - - - - 
CO5 3 - 2 2 - - - - - - - - 
Avg             
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   MAPPING OF COURSE OUTCOMES WITH PSO’s: 

 

        

Attributes 
Engineering Knowledge and 

Analysis 
System Design 

Application of the 

knowledge on 

society/environment 

COs PSO1 PSO2 PSO3 

CO1 - - 3 
CO2 - - 3 

CO3 - - 3 

CO4 - - 3 

CO5 - - 3 

Avg    
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5.Nominal Rolls: 
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         6.CLASS TIME TABLE 

 

 

       IV CSE A: 

 
 

 

IV CSE B 
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     IV CSE C: 
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7. DETAILED LECTURE PLAN (2023-24)    

        IV CSE B 

 

S.No 
UNIT 

 NO 

PROPOSED 

DATE 
TOPICS TO BE COVERED 

NO OF  

CLASSES 

REQUIRED 

 

REFERENCE 

DELIVERY 

METHOD 

 

ACTUAL      DATE 

 

REMRKS 

  
Module-1 

Security Concepts 

 

1 I 31-07-2023 Introduction 1 T1,R1 C&T   

2 I 

02-08-2023 

  

The need for security 
Security approaches 
Principles of security 

1 
T1,R1 

  

PPT 

 

 

 

3 I 

04-08-2023 

  

Types of Security attacks : Pasive attacks 
Active attacks 1 

T1,R1 C&T   

T1,R1 C&T   

4 I 07-08-2023 
Security services 

1 T1,R1 PPT   

5 I 09-08-2023 
Security Mechanisms 

1 T1,R1 C&T   

6 I 10-08-2023 A model for Network Security 1 T1,R1 PPT   

7 I 
12-08-2023 Cryptography Concepts and 

Techniques: 

Introduction 

1 T1,R1 
C&T   

8 I 14-08-2023 substitution techniques 

2 

T1,R1 C&T   

9 I 16-08-2023 T1,R1 C&T   

10 I 17-08-2023 transposition techniques 
2 

T1,R1 C&T   

11 I 18-08-2023 T1,R1 C&T   

12 I 19-08-2023 encryption and decryption 1 T1,R1 C&T   

13 I 21-8-2023 symmetric and asymmetric key 

cryptography 

1 T1,R1 C&T   

14 I 23-8-2023 steganography 1 T1,R1 C&T   

                                                                                           Module-II Symmetric cryptography 
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15 II 24-9-2023 Block Cipher principles 1 T1,R1 C&T   

16 II 2525-9-2023 DES 1 T1,R1 C&T   

17 II 26-8-2023 AES 1 T1,R1 C&T   

18 II 28-8-2023  

Blowfish 

.1 T1,R1 C&T   

19 II 30-8-2023 RC5 1 T1,R1 C&T   

20 II 31-8-2023 IDEA  1 T1,R1 C&T   

21 II 2-9-2023 

Block cipher operation 

1 T1,R1 C&T   

22 II 4-9-2023 
Stream ciphers 1 T1,R1 C&T   

23 II 6-9-2023 
RC4 1 T1,R1 C&T   

24 II 9-9-2023 Principles of public key 
cryptosystems 

1 T1,R1 C&T   

25 II 11-9-2023 RSA algorithm 1 T1,R1 C&T   

26 II 13-9-2023 Elgamal Cryptography 1 T1,R1 PPT   

27 II 14-9-2023 Diffie- Hellman Key Exchange, 
Algorithm 

1 T1,R1 C&T   

28      II 
15-9-2023 

Knapsack algorithm 
1 T1,R1 

C&T 

 

 

                                                                                        Module-III   Cryptographic Hash function 

29 
III 

16-9-2023 

Message Authentication 

2 

T1,R1 
C&T 

 

 

30 
III 

20-9-2023 

Message Authentication 
T1,R1 

PPT   

31 III 22-9-2023 Secure Hash Algorithm (SHA-512) 
2 

T1,R1 C&T   

32 III 25-9-2023 Secure Hash Algorithm (SHA-512) T1,R1 C&T   

33 III 30-9-2023 Message authentication 
codes: 2 

T1,R1 C&T   

34 III 4-10-2023 Message authentication 
codes: 

T1,R1 PPT   

35 III 9-10-2023  Authentication 
requirements 

1 T1,R1 C&T   

36 III 11-10-2023 HMAC 1 T1,R1 C&T   
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37 III  13-10-2023 CMAC 1 T1,R1 C&T   

38 III 16-10-2023 
Digital signatures 

2 

T1,R1 C&T   

39 III 
16-10-2023 

Digital signatures T1,R1 C&T   

40 III 
19-10-2023 

Elgamal Digital Signature Scheme T1,R1 C&T   

41 III 21-10-2023 Key Management and 
Distribution: 

1 T1,R1 C&T   

42 III 
30-10-2023 

Symmetric Key Distribution Using 
Symmetric Encryption 

1 T1,R1 C&T   

43 

III 

1-11-2023 

 

Symmetric Key 

Distribution using Asymmetric 
Encryption 

1 T1,R1 

C&T   

44 III 
2-11-2023 

Distribution of Public 
Keys 

1 T1,R1 C&T   

45 III 
3-11-2023 

  Kerberos 1 T1,R1 C&T   

46 III 
4-11-2023 

X.509 Authentication Service,  1 T1,R1 C&T   

47 III 6-11-2023 Public–Key Infrastructure 1 T1,R1 C&T   

Module –IV      Transport layer security 

48 IV 8-11-2023 Web security 
considerations 

1 T1,R1 C&T   

49 IV 10-11-

2023 
Secure Socket Layer 

2 

T1,R1 C&T   

50 IV 11-11-23  Security 

Transport  

T1,R1 C&T   

 51 IV 13-11-23 HTTP 1 T1,R1 C&T   

52 IV 15-11-23 Secure Shell (SSH) 1 T1,R1 C&T   

53 
IV 16-11-23 Wireless Network Security: 

Wireless 
Security, 

1 T1,R1 
C&T 

 

 

54 IV 17-11-23 Mobile Device Security 1 T1,R1 C&T 
 

 

55 IV 18-11-23  IEEE802.11 Wireless 
LAN 

1 T1,R1 C&T   
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56 IV 20-11-23 IEEE802.11i Wireless 
LAN Security 

1 T1,R1 C&T   

Module-V    E-mail Security  

57 V 25-11-23 Pretty Good Privacy 1 T1,R1 C&T   

58 V 27-11-23 S/MIME 1 T1,R1 C&T   

59 V 29-11-23 IPSecurity: IP Security 
overview, 

1 T1,R1 C&T   

60 V 1-12-23  Authentication Header 1 T1,R1 C&T   

61 
V 

2-12-23 Encapsulating security 
Payload, Combining security 
associations 

1 T1,R1 
C&T 

 

 

62 
V 

4-12-23 Internet Key Exchange, Secure 
Multiparty 
Calculation 

1 T1,R1 
C&T 

 

 

63 V 6-12-23 , Virtual Elections 1 T1,R1 C&T   

64 V 7-12-23 Single sign On  
1 

T1,R1 C&T   

65 
V 

8-12-23 Secure Inter-branch 
Payment Transactions, Cross site 

Vulnerability 

1 
T1,R1 

C&T   

Total Hours        65 
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LESSON PLAN: IV CSE C 

 

S.No 
UNIT 

 NO 

PROPOSED 

DATE 
TOPICS TO BE COVERED 

NO OF  

CLASSES 

REQUIRED 

 

REFERENCE 

DELIVERY 

METHOD 

 

ACTUAL      DATE 

 

REMRKS 

  
Module-1 

Security Concepts 

 

1 I 31-07-2023 Introduction 1 T1,R1 C&T   

2 I 

3-8-2023 The need for security 
Security approaches 
Principles of security 

1 
T1,R1 

  

PPT 

 

 

 

3 I 

4-8-2023 Types of Security attacks : Pasive 
attacks 
Active attacks 

1 

T1,R1 C&T   

T1,R1 C&T   

4 I 4-8-2023 
Security services 

1 T1,R1 PPT   

5 I 5-08-
2023 Security Mechanisms 

1 T1,R1 C&T   

6 I 7-08-
2023 

A model for Network Security 1 T1,R1 PPT   

7 I 

7-08-
2023 Cryptography Concepts and 

Techniques: 

Introduction 

1 T1,R1 
C&T   

8 I 10-08-
2023 substitution techniques 

2 

T1,R1 C&T   

9 I 
11-08-

2023 

T1,R1 C&T   

10 I 12-08-
2023 transposition techniques 

2 

T1,R1 C&T   

11 I 14-08-
2023 

T1,R1 C&T   

12 I 14-08-
2023 encryption and decryption 1 T1,R1 C&T   

13 I 
17-08-
2023 symmetric and asymmetric key 

cryptography 

1 T1,R1 C&T   

14 I 18-08-
2023 steganography 1 T1,R1 C&T   

                                                                                           Module-II Symmetric cryptography 

15 II  
21-08-2023 

Block Cipher principles 1 T1,R1 C&T   

16 II 24-08-2023 DES 1 T1,R1 C&T   

17 II 25-08-2023 AES 1 T1,R1 C&T   
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18 II 26-08-2023  

Blowfish 

.1 T1,R1 C&T   

19 II 28-08-2023 RC5 1 T1,R1 C&T   

20 II 01-09-2023 IDEA  1 T1,R1 C&T   

21 II 01-09-2023 

Block cipher operation 

1 T1,R1 C&T   

22 II 02-09-2023 Stream ciphers 1 T1,R1 C&T   

23 II 04-09-2023 RC4 1 T1,R1 C&T   

24 II 07-09-2023 Principles of public key 
cryptosystems 

1 T1,R1 C&T   

25 II 08-09-2023 RSA algorithm 1 T1,R1 C&T   

26 II 09-09-2023 Elgamal Cryptography 1 T1,R1 PPT   

27 II 
11-09-2023 Diffie- Hellman Key 

Exchange, 
Algorithm 

1 T1,R1 
C&T 

 

 

28      II 
15-09-2023 Knapsack algorithm 

1 T1,R1 
C&T 

 

 

                                                                                        Module-III   Cryptographic Hash function  

29 
III 16-09-2023 Message Authentication 

2 

T1,R1 
C&T 

 

 

30 
III 18-09-2023 Message Authentication T1,R1 

PPT   

31 III 
21-09-2023 Secure Hash Algorithm (SHA-

512) 2 

T1,R1 C&T   

32 III 22-09-2023 Secure Hash Algorithm (SHA-
512) 

T1,R1 C&T   

33 III 23-09-2023 Message authentication 
codes: 2 

T1,R1 C&T   

34 III 
25-09-2023 Message authentication 

codes: 

T1,R1 PPT   

35 III 
25-09-2023 Authentication 

requirements 

1 T1,R1 C&T   

36 III 
28-09-2023 HMAC 1 T1,R1 C&T   

37 III 30-09-2023 CMAC 1 T1,R1 C&T   

38 III 
09-10-2023 Digital signatures 2 T1,R1 C&T   
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39 III 12-10-2023 Digital signatures T1,R1 C&T   

40 III 13-10-2023 Elgamal Digital Signature 
Scheme 

T1,R1 C&T   

41 III 13-10-2023 Key Management and 
Distribution: 

1 T1,R1 C&T   

42 
III  

14-10-2023 Symmetric Key Distribution 
Using Symmetric 
Encryption 

1 T1,R1 
C&T   

43 

III 16-10-2023  

Symmetric Key 

Distribution using 
Asymmetric Encryption 

1 T1,R1 

C&T   

44 III 19-10-2023 Distribution of Public 
Keys 

1 T1,R1 C&T   

45 III 20-10-2023   Kerberos 1 T1,R1 C&T   

46 III 20-10-2023 X.509 Authentication 
Service,  

1 T1,R1 C&T   

47 III 
30-10-2023 Public–Key Infrastructure 1 T1,R1 C&T   

Module –IV      Transport layer security  

48 IV  
03-11-2023 

Web security 
considerations 

1 T1,R1 C&T   

49 IV 03-11-2023 Secure Socket Layer 
2 

T1,R1 C&T   

50 IV 04-11-2023  Security 

Transport  

T1,R1 C&T   

 51 IV 06-11-2023 HTTP 1 T1,R1 C&T   

52 IV 10-11-2023 Secure Shell (SSH) 1 T1,R1 C&T   

53 
IV 11-11-2023 Wireless Network 

Security: Wireless 
Security, 

1 T1,R1 
C&T 

 

 

54 IV 13-11-2023 Mobile Device Security 1 T1,R1 C&T 
 

 

55 IV 16-11-2023  IEEE802.11 Wireless 
LAN 

1 T1,R1 C&T   

56 IV 17-11-2023 IEEE802.11i Wireless 
LAN Security 

1 T1,R1 C&T   

Module-V    E-mail Security 
 

23-11-23 

57 V 18-11-2023 Pretty Good Privacy 1 T1,R1 C&T   
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58 V 20-11-2023 S/MIME 1 T1,R1 C&T   

59 V 20-11-2023 IPSecurity: IP Security 
overview, 

1 T1,R1 C&T   

60 V 23-11-2023  Authentication Header 1 T1,R1 C&T   

61 
V  

24-11-2023 
Encapsulating security 
Payload, Combining security 
associations 

1 T1,R1 
C&T 

 

 

62 
V 

27-11-

2023 

Internet Key Exchange, Secure 
Multiparty 
Calculation 

1 T1,R1 
C&T 

 

 

63 V 30-11-

2023 

, Virtual Elections 1 T1,R1 C&T   

64 V 01-12-

2023 

Single sign On  
1 

T1,R1 C&T   

65 
V 01-12-

2023 

Secure Inter-branch 
Payment Transactions, Cross site 

Vulnerability 

1 
T1,R1 

C&T   

Total Hours        65  

  

 

 

 

 
 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



25 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
UNIT– 

II 

Symmetric key cipher, Assysmmetric cipher 

   8.Unit wise Question Bank 

 

      UNIT-I 

 

S.No Questions BT CO PO 

Part –A(Short Answer Questions) 

1 Define cryptanalysis and cryptology. L1 CO1 PO1,PO6 

2 What is masquerade? L1 CO1 PO1,PO6 

3 Define passive attack and active attack. L1 CO1 PO1,PO6 

4 Define Denial of service. L1 CO1 PO1,PO6 

5 What is steganography? Mention few techniques in it. L1 CO1 PO1,PO6 

      6 Mention few mono-alphabetic and poly-alphabetic ciphers. L1 CO1 PO1,PO6 

7 Define Threat and attack. List out what are the attacks that canbe 
performed in network. 

L1 CO1 PO1,PO6 

8 Convert the Given Text “CRYPTOGRAPHY” into cipher text 
using Rail fence Technique. 

L3 CO1 PO1,PO6 

9 Define security attack, security mechanism and security services. L1 CO1 PO1,PO6 

10 Define the two basic building blocks of encryption techniques L1 CO1 PO1,PO6 

Part– B(Long Answer Questions) 

11 a) Explain in detail about OSI security architecture. L2 CO1 PO1,PO6 

b) Explain classical encryption techniques (Steps involved in each 

encryption technique like Caesar cipher, playfair cipher, hill 

cipher, vigenere cipher, one time pad cipher, rail fence, etc) 

L2 CO1 PO1,PO6 

12 a) Explain about steganography, transposition cipher. L2 CO1 PO1,PO6 

b) Write short notes on security mechanisms L6 CO1 PO1,PO6 

13 a) Explain about substitution ciphers in detail with an example. L2 CO1 PO1,PO6 

b) What are the goals of security? Explain in detail about security 

Services? 

L1 CO1 PO1,PO6 

14 a) what is meant by security attack? Explain various types of 

security attacks. 

L1 CO1 PO1,PO6 

b) Draw a matrix that shows the relationship between security 
mechanisms and attacks. 

L2 CO1 PO1,PO6 

15 a) Explain various transposition ciphers with an example L2 CO1 PO1,PO6 

b) Explain any three substitution ciphers with an example. L2 CO1 PO1,PO6 

16 a) Define Cryptography.What is the need of CIA Triad. L1 CO1 PO1,PO6 

b) What are the different levels of losses that occur without CIA 
Triad. 

L1 CO1 PO1,PO6 

 

 

 

 

       

 

 

 

 

 



26 

 

UNIT– III 

Cryptographic hash functions 

 

 
     UNIT_II 

S.No Questions BT CO PO 

Part –A(Short Answer Questions) 

1 Define symmetric key cryptography and public key cryptography. L1 CO2 PO3 

2 Define Euler’s totient function (used in RSA algorithm). L1 CO2 PO3 

3 Why do we need Diffie Hellman algorithm? L2 CO2 PO3 

4 Mention the various types of cryptanalytic attack. L1 CO2 PO3 

5 What are the operations used in AES? L1 CO2 PO3 

6 What are the various approaches to attacks the RSA algorithm? L1 CO2 PO3 

7 How to find primitive root with an example. L3 CO2 PO3 

8 What primitive operations are used in RC4 L1 CO2 PO3 

9 Compare stream cipher with block cipher with example L3 CO2 PO3 

10 Define Euler’s theorem and its application. L1 CO2 PO3 

Part– B(Long Answer Questions) 

11 a) Discuss various steps of IDEA algorithm. L3 CO2 PO3 

b) Explain Diffie-Hellman key exchange algorithm in detail. L2 CO2 PO3 
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a) Explain the steps involved in knapsack algorithm with an 
example. 

L2 CO2 PO3 

b) Explain in detail about the steps involved in DES. L2 CO2 PO3 

13 a) Explain Elgamal algorithm in detail. L2 CO2 PO3 

b) Discuss different block cipher modes of operation L3 CO2 PO3 

14 a) Explain in detail about the steps involved in Blowfish. L2 CO2 PO3 

b) AES consists of four functions in three layers. Which of the 
functions are primarily for confusion and which are primarily for 

diffusion? Which of the layers are for confusion and which are for 

diffusion? Justify your answers. 

L3 CO2 PO3 

15 a) Explain the steps involved in RC4. L2 CO2 PO3 

b) Explain RSA algorithm. And perform Encryption and Decryption 
using RSA p=3 q=11 e=7 M=5 

L2 CO2 PO3 

16 a) Explain RC5 algorithm L2 CO2 PO3 

b) Differentiate Block cipher and Stream Cipher L4 CO2 PO3 
 

  UNIT-III 

S.No Questions BT CO PO 

Part –A(Short Answer Questions) 

1 What is meant by Message Authentication? L1 CO3 PO2,PO3 

2 List out the attack on MAC L1 CO3 PO2,PO3 

3 Define Digital signature L1 CO3 PO2,PO3 

4 What you meant by MAC L1 CO3 PO2,PO3 

5 Differentiate Message Authentication Code and Hash function. L4 CO3 PO2,PO3 

6 What are the two approaches of Digital Signature? L1 CO3 PO2,PO3 

7 Define Hash function . L1 CO3 PO2,PO3 

8 List out the different techniques of distributing the public key L1 CO3 PO2,PO3 
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UNIT-IV 
S.No Questions BT CO PO 

Part –A(Short Answer Questions) 

1 Define transport and tunnel mode. L1 CO4 PO1,PO3 

2 What are the benefits of mobile device security. L1 CO4 PO1,PO3 

3 Mention the phases of the Handshake protocol. L1 CO4 PO1,PO3 

4 Why do we need an anti replay service? L2 CO4 PO1,PO3 

5 What is the use of the change cipher spec protocol? L1 CO4 PO1,PO3 

6 What are the two characteristic of wired LAN that are not 
inherent in wireless 

L1 CO4 PO1,PO3 

7 What is the need pf padding in Encapsulating Security Payload 
(ESP)? 

L1 CO4 PO1,PO3 

8 What is security association? L1 CO4 PO1,PO3 

9 Define the terms: connection and session. L1 CO4 PO1,PO3 

10 How the security associations be combined? L3 CO4 PO1,PO3 

Part– B(Long Answer Questions) 

11 a) Briefly explain about transport layer security and Padding. L2 CO4 PO1,PO3 

b) With a neat diagram, explain the operation of SSL and SSH 
Record Protocol. 

L2 CO4 PO1,PO3 

12 a) Differentiate SSL & TLS L4 CO4 PO1,PO3 

b) Write a short notes on IEEE 802.11 i services. L6 CO4 PO1,PO3 

13 a) Write a short notes on IEEE 802.11 i Phases of operation. L6 CO4 PO1,PO3 

b) Explain in detail, the Handshake protocol in secure socket layer L2 CO4 PO1,PO3 

9 Define one way property, weak collision resistance and strong 
collision resistance of hash function. 

L1 CO3 PO2,PO3 

10 Define the classes of message authentication function. L1 CO3 PO2,PO3 

Part– B(Long Answer Questions) 

11 a) With the example, explain in detail about Secure Hash Algorithm L2 CO3 PO2,PO3 

b) Explain in detail about HMAC and Digital Signature Standard L2 CO3 PO2,PO3 

12 a) Give a brief note on basic uses of message authentication code. L3 CO3 PO2,PO3 

b) Explain the process involved in message digest generation and 
processing of single block in SHA512. 

L2 CO3 PO2,PO3 

13 a) What is the purpose of digital signature? Explain its properties 
and requirements. 

L1 CO3 PO2,PO3 

b) Explain the requirements of digital signatures and also discuss 

how problems related to digital signature are taken care by an 

arbiter? 

L2 CO3 PO2,PO3 

14 a) State and explain the different approaches to message 
authentication 

L3 CO3 PO2,PO3 

     b) Explain the format of X.509v3 certificate and certificate 
revocation list. Explain each in detail. 

L2 CO3 PO2,PO3 

15 a) Explain about characteristics of hash functions L2 CO3 PO2,PO3 

b) Explain briefly about Kerberos and give its requirements. L2 CO3 PO2,PO3 

16 a) Explain in detail about Elgamal Digital signature scheme. L2 L2 PO2,PO3 

b) Verify the signature with the Elgamal Digital signature of values 
q=19,α=10,XA=16,m=14,k=5. 

L3 L5 PO2,PO3 
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14 a) Write a short note on Wireless LAN Security. L6 CO4 PO1,PO3 

b) Write a short note on HTTPS. L6 CO4 PO1,PO3 

15 a) What are the different types of mobile device security. Explain 
each. 

L1 CO4 PO1,PO3 

b) How does mobile device security work? L3 CO4 PO1,PO3 

16 a) Explain in detail about SSL L2 CO4 PO1,PO3 

b) What is the importance of providing Security for wireless LAN L1 CO4 PO1,PO3 
 

UNIT-

V 

Email security 

S.No Questions BT CO PO 

Part –A(Short Answer Questions) 

 Mention the services provided by the Pretty Good Privacy (PGP). L1 CO5 PO5,PO6 
,PO7 

2 What are the notations of PGP? L1 CO5 PO5,PO6 
,PO7 

3 What do you mean by IKE. L1 CO5 PO5,PO6 
,PO7 

4 Classify the intruders. L3 CO5 PO5,PO6 

,PO7 

5 How E-mail compatibility is performed? L3 CO5 PO5,PO6 
,PO7 

6 How the password files be protected? L3 CO5 PO5,PO6 
,PO7 

7 List out the limitations of secure multiparty computation. L1 CO5 PO5,PO6 
,PO7 

8 Mention the benefits of IPSec. L1 CO5 PO5,PO6 
,PO7 

9 Define cross site scripting vulnerability. L1 CO5 PO5,PO6 
,PO7 

10 Define different types of voting systems in virtual elections. L1 CO5 PO5,PO6 
,PO7 

Part– B(Long Answer Questions) 

11 a) Name the protocols that provide security in IPSec. L2 CO5 PO5,PO6 
,PO7 

b) Write short notes on PGP. L6 CO5 PO5,PO6 
,PO7 

12 a) Explain in detail about IP Security Policy L2 CO5 PO5,PO6 
,PO7 

b) Explain how S/MIME differs form MIME L2 CO5 PO5,PO6 
,PO7 

13 a) What are the design goals for a firewall? Also mention its 
Limitations 

L1 CO5 PO5,PO6 
,PO7 

b) List the five important features of IKE key determination 
algorithm 

L1 CO5 PO5,PO6 
,PO7 

14 a) Write a short note on cross site scripting vulnerability. L6 CO5 PO5,PO6 

,PO7 
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b) Explain secure inter branch payment transactions. L2 CO5 PO5,PO6 
,PO7 

15 a) Explain the secure multiparty calculation.. L2 CO5 PO5,PO6 
,PO7 

b) Write a short note on Single sign on. L6 CO5 PO5,PO6 
,PO7 

16 a) What are the features of IKE Key algorithm. L1 CO5 PO5,PO6 
,PO7 

b) Explain the voting systems in virtual elections. L2 CO5 PO5,PO6 
,PO7 
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9. PREVIOUS END EXAM QUESTION PAPERS 
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10.ASSIGNMENTS                         

ASSIGNMENT :1 

 
1 a) Explain in detail about OSI security architecture. 

 b) Explain classical encryption techniques (Steps involved in each 

encryption technique like Caesar cipher, playfair cipher, hill 
cipher, vigenere cipher, one time pad cipher, rail fence, etc) 

2 a) Discuss various steps of IDEA algorithm. 
 b) Explain Diffie-Hellman key exchange algorithm in detail. 

3 a) With the example, explain in detail about Secure Hash Algorithm 
 

 

ASSIGNMENT :2 
 

 
1 a) Explain in detail about HMAC and Digital Signature Standard 

2 a) Briefly explain about transport layer security and Padding. 

 b) With a neat diagram, explain the operation of SSL and SSH 
Record Protocol. 

3 a) Name the protocols that provide security in IPSec. 
 b) Write short notes on PGP. 
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